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Demonstration: Real-Time Detection of Camera Tampering' and Other Suspicious
Activities

Evan Ribnick, Stefan Atev, Osama Masoud, Nikos Papanikolopoulos, and Richard Voyles
Artificial Intelligence, Robotics, and Vision Laboratory
University of Minnesota, Twin Cities
{ribnick, atev, masoud, npapas, voyles} @ cs.umn.edu

Busy public areas such as malls, airports, and public transportation stations often have
significantly large numbers of surveillance cameras installed. Simultaneously monitoring
this many live camera feeds for an extended period of time is a daunting task, even for
the most alert security personnel. It is clear than any automation that is introduced could
greatly improve the effectiveness of a surveillance system working under these
circumstances.

The goal of this work is to create a vision-based system that automatically detects certain
types of suspicious activity, one of which is camera tampering. For this work, camera
tampering is defined as any sustained event which dramatically alters the image seen by
the camera. Some examples include a person holding his/her hand or other object in front
of the camera, turning the camera so that it points in a different direction, or shining a
light or laser pointer directly into the lens. One of the challenges of this problem is to
remain sensitive to real camera tampering events, while maintaining robustness when
presented with large changes in the scene that should not be considered tampering. This
method successfully addresses such concerns and achieves accurate results in real world
settings, both indoors and outdoors.

Other advanced capabilities of our system include the following:
¢ Abandoned Object Detection

Detection of Thrown Objects

Perimeter Breach Detection

Detection of Motion in Restricted Areas

Detection of Unusual Crowd Activity

Detection of Loitering Individuals

PTZ Tracking

In this demonstration, live camera tampering detection will be presented. A brief
overview of the system capabilities and methodologies will be presented, and video clips
demonstrating the other detection capabilities will be shown. More information about this
work can be found on the following website: http://mha.cs.umn.edu

[1] E. Ribnick, S. Atev, O. Masoud, N. Papanikolopoulos, and R. Voyles, “Real-Time Detection
of Camera Tampering”, Proceedings of the IEEE Int’l Conf. on Advanced Video and Signal
Based Surveillance (AVSS 2006), Sydney, Australia, Nov 2006.






Road Recognition Using Neural Networks

Kurt Derr
University of Idaho
derr5843@uidaho.edu

Idaho National Laboratory
Kurt.Derr@inl.gov

Abstract— Object recognition is an important function in many
applications, such as autonomous vehicles, computer vision,
medical diagnosis, security, military and target detection. The
object recognition problem involves determining which, if any,
objects of a given set are in an image basd on input from
multiple sensors. Lighting and shading, images taken from
different perspectives, and changes in object shapes are some of
the factors that complicate the recognition problem. The focusin
this demonstration is on road detection using neural networks.

. INTRODUCTION

Road identification of satellite images is used for
many different purposes, such as military, car
navigation, and map publishing. Likewise, real-time
road detection agorithms on the ground are
important for road navigation systems because these
algorithms can be used to ad a driver and
potentially reduce the number of traffic accidents. In
either case the objective is to determine the
boundaries of the road from aeria or ground
images. Automatic extraction of a road network
from a satellite is difficult due to changing road
characteristics, road improvements, new
construction, and image issues. Factors such as
shadows, vehicle turning, and road curves
complicate the road detection process on the
ground. Road markings are typically used by
algorithms for tracking the path of aroad.

Object recognition may be based on input from
multi-dimensional data; i.e., RGB, laser imaging
detection and ranging, infrared, thermal, multi-
spectral, etc. The location of objects may be used to
determine what changes have taken place over time
for specific geographical areas. The initial objects
selected for recognition in this research are images
of roads taken from the ground. Road markings and
lanes are not used in the road detection algorithm.

. No known software is able to perform the road
recognition task reliably for a variety of road types

and road conditions. An open research question is
how can models using computational intelligence
improve the reliability of road recognition
algorithms, and which models are the most effective
for specific road environments?

I[I. RoAD DETECTION USING NEURAL NETWORKS

A number of different approaches to road
recognition are documented in the literature. One
approach is to differentiate between color
distributions for road and non-road areas using
neural networks. Feature vectors consisting of color
histograms and coordinates are used for training the
neural network. After training the neural network
classifies input patterns as either road or non-road.

The ImagelJ toolkit from the National Institute of
Health is used to create initial feature vectors.
MATLAB is used to further process the feature
vectors and train and test a back-propagation neural
network (BPNN). The feature vectors are classified
as either road or non-road as the vectors are run
through the BPNN. After training the network, the
test data is presented to the network and the output
of the network, the prediction of a class, is
compared to actua class/label of each feature
vector.

Road images are obtained from Google and used
for both training and testing. These images represent
a variety of road settings; i.e., cloudy, rainy, sunny,
and wet roads. This demonstration will consist of
showing running and working code for 1) the
creation of initial feature vector road image data by
the ImageJ toolkit, 2) processing of the data as well
asthe BPNN training with MATLAB, and 3) testing
the BPNN MATLAB code for a variety of road
conditions.
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Motorized Lens Focus Device for Infrared Imagers
Jonathan Dowdall, Colin Puri
Iconic Research, LLC
jonathan.dowdall@iconicresearch.com, colin.puri@iconicresearch.com

In today’s world, cameras are abundant and the choices are plentiful. Many thermal
infrared cameras are expensive and do not meet all of the needs of the buyer. We
propose to demonstrate a specialized focusing device for thermal infrared cameras that
compliment these camera capabilities for use in computer vision research and
development.

Our line of motorized focus devices control the focus level of a bayonet mounted lens
using a serial (RS232) or USB 2.0 port. The devices are designed to work specifically
with bayonet mounted lenses such as the ones found on the SC4000 and SC6000 camera
line from FLIR. Current fittings are for 25mm, 50mm, and 100mm.

Our models have the ability to auto-focus and include a sensor array for monitoring
distance to an object/subject with 1 cm sensitivity (can create a map of a room when used
in conjunction with a pan-tilt), motion detection, temperature, humidity, and lighting.
These features can be crucial for security applications or when determining if the primary
thermal sensor needs recalibration.

Our focus devices come with a full featured, standalone graphical user interface
supported in Microsoft Windows 2000, XP, and Vista. Along with the standalone
software, we also provide an SDK for fast development and integration of the device with
existing of software.

Specifications
Dimensions Length: 8.5", Height: 3.75" Depth: 2.05"
Connectivity Power: 8 Volts DC, 1 Amp
Data: Serial (DB9, RS232), USB 2.0*

*USB connectivity to be released soon!
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Demonstration: 3D Face Recognition

loannis A. Kakadiaris, George Toderici, Georgios Passalis, Theoharis Theoharis
Computational Biomedicine Laboratory
University of Houston
http://www.cbl.uh.edu/UR8D/
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Among the many biometric identification modalities proposed for verification and
identification purposes, face recognition is high in the list of subject preference, mainly
because of its non-intrusive nature. However, from the operator’s point of view, face
recognition faces some significant challenges that hamper its widespread adoption.
Accuracy is the most important of these challenges. Current 2D face recognition systems
can be confounded by differences in pose, lighting, expressions and other characteristics
that can vary between 2D captures of a human face.

It is now widely accepted that in order to address the challenge of accuracy, different
capture modalities must be employed. However, the introduction of new capture
modalities brings new challenges for a field-deployable system. The challenges of 3D
face recognition are as follows: Accuracy Gain: A significant accuracy gain compared to
2D face recognition systems must result to justify the introduction of a 3D system.
Efficiency: 3D capture creates larger data files per subject which implies significant
storage requirements and slower processing. The conversion of raw 3D data to efficient
meta-data must thus be addressed. Automation: A field-deployable system must be able
to function fully automatically. It is therefore not acceptable to assume user intervention
for locating key landmarks in a 3D facial scan. Invariance to 3D capture devices: such
devices are at an early stage of development and vary significantly in terms of the type
and format of 3D output.

In this demonstration, we present the computational tools and a hardware prototype for
3D face recognition [1]. Full automation is provided through the use of advanced
multistage alignment algorithms, resilience to facial expressions by employing a
deformable model framework, and invariance to 3D capture devices through suitable
preprocessing steps. In addition, scalability in both time and space is achieved by
converting 3D facial scans into compact metadata.

[1] I.LA. Kakadiaris, G. Passalis, G. Toderici, N. Murtuza, Y. Lu, N. Karampatziakis, and
T. Theoharis. ”3D Face recognition in the presence of facial expressions: An annotated
deformable model approach”. IEEE Trans. on Pattern Analysis and Machine Intelligence,
2007
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Monitoring Breathing Function at a Distance

Pradeep Buddharaju, Jin Fei, Colin Puri, and loannis Pavlidis
Computational Physiology Lab
University of Houston
Houston, TX 77204-3010
Email: braju@cs.uh.edu, jinfei@cs.uh.edu, colin.puri@mail.uh.edu, ipavlidi@central.uh.edu

I. ABSTRACT

Our research focuses on physiological measurements using computer vision methodologies and has found applications in
biomedicine, psychology, and biometrics. The measurements are extracted by processing emitted thermal radiation signals
from facial tissue [1]]. Therefore, we use as a sensing device a mid-wave infrared camera, which is incorporated into a custom
hardware and software system (see Figure [I)) called ATHEMOS (Automatic THErmal MOnitoring System). Processing of the
thermal signals captured by ATHEMOS is based on bio-heat modeling and advanced statistics. So far, we have developed
algorithms for measuring vital signs such as superficial blood flow, pulse, breathing, and emotional perspiration. We have
used these measurements to quantify stress during mental exercises and detect deceit in high-stakes interviews. We have also
developed algorithms for biometrics applications such as physiology-based face recognition. All these algorithms are supported
by an advanced game-based tracking algorithm that accurately registers and tracks tissue of a freely moving face. More
information about our research can be found at http://www.cpl.uh.edu

(a) (b)

Fig. 1
AUTOMATIC THERMAL MONITORING SYSTEM (ATHEMOS): (A) HARDWARE; (B) SOFTWARE; (C) PHYSIOLOGICAL MEASUREMENTS.

II. DEMO

The physiological measurements are taken by ATHEMOS without restricting the subject’s motion, thanks to a sophisticated
tissue tracker. In this demo, we will show the real time facial tissue tracking of the subject. Also, the public will have the
opportunity to have their breathing rate measured, as an example of a contact-free vital sign measurement.

ACKNOWLEDGEMENTS

This research is part of the Interacting with Human Physiology project funded by the National Science Foundation (grant

#I1S-0414754). The views expressed by the authors in this paper do not necessarily reflect the views of the funding agency.
REFERENCES

[1] N. Sun C. Puri I. Pavlidis, J. Dowdall and J. Fei. Interacting with human physiology. Computer Vision and Image Understanding, In Print, 2006.





		Abstract

		Demo

		References



